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In both the United States and Canada, regulatory efforts are underway to in
wireless systems into the existing emergency response framework.  From
perspective this requires that wireless providers find a way to communicate
safety personnel the geographic location of a cell phone with some degree o
Wireless companies, equipment manufacturers, emergency response p
citizens and civil liberties groups have all co
this can best be implemented.  In both countries, implementation of wha
“wireless enhanced 9-1-1” is very much in progress.1 
 
The particular method of implementation has specific privacy implicatio
whether or not the disclosure of locational information is limited to 9-1
anonymous 9-1-1 calls are possible, and whether locational data, onc
are subject to secondary use.  A host of inter-related concerns infor
decisions, and so structure the privacy environment. For example, differe
source of funding for 9-1-1 infrastructure changes may affect the 
wireless service providers depend on secondary uses of locational info
Infrastructure decisions, such as how a caller’s location is determined, w
are stored, what entities maintain them, and who has access to them, are inf
many f
compatibility with legacy wireless protocols and legacy 9-1-1 systems. Th
regional competitive environment may promote conflicts or alliances a
carriers, incumbent local exchange carriers (ILECs), and Public Safety A
(PSAPs).  

he US and Canada have, so far, taken divergent regulatory approaches to
-1-1 problem.  A mandate by the Federal Communications Commis
ontrasted with a less interventionist approach by the Canadian Radio-
ommunications Commission (CRTC).2  In the US, the FCC  took the l

                                                
  This paper is part of a larger project, funded by the National Science Foundation

Nos. SES-0083271, SES-0083348), which attempts to gain an analytical understan
impl

1  in the USA (Grant 
ding of the 

ementation of personal identification in geographically coded information systems, and an 
appreciation of the effect that identification practices have on individual privacy, sociability, trust, and 
risk. This will involve, in part, locating and clarifying contradictions and ambiguities in common 

ication, and 
he individual’s 

earch project analyses particular types of 
geographic information systems, and performs a series of comparative case studies - in the USA, 
Canada and Europe - of the processes by which identification practice is incorporated within those 
systems. 

 
2  Colin Bennett and Priscilla M. Regan, “What Happens When You Make a 911 Call?  Privacy and the 

Regulation of Cellular Technology in the United States and Canada,”  Presented at the 2002 Canadian 
Political Science Association, University of Toronto,  May 30, 2002 

notions of identification and privacy, conceptually systematizing practices of identif
theorizing the effects of these practices on social equity amongst individuals and on t
relation to political and economic communities. The res
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issue of wireless E9-1-1 on the agenda, initiated policy alternatives, and
incentive and a forum for industry and public safety representatives to c
Canada, federal governmental agencies have so far stepped back to allow
parties to cooperate, under the auspices of the Canadian Wireless Telec
Association (CWTA), to perform trials and hopefully to develop a worka
without regulatory intervention. The question for this paper is wheth

 provided an 
ooperate.  In 

 the affected 
ommunications 

ble solution 
 these policy 

tems 
al privacy.  

ons – rural Texas, 
d private 

laws, 
te to state and 

uctures of the ILECs 
ireless carriers can be compared, as well as corporate linkages among those entities 

and PSAPs. Data for this analysis includes interviews with representatives from PSAPs, 
rts and public 

 because 
on has spawned new players and new relationships among players, we are 

examining privacy issues at a somewhat awkward but nevertheless important time.  
y is not always explicitly on the agenda we will see that the 

portant and 

Common Contexts 
 cases.  First, they share a legacy technical 

 the U.S. and 
1-1 mandates.  

ases. 

 Configuration of the E9-1-1 System 
Since the 1980’s, a relatively stable configuration has been in place for determining the 

opriate 
d line 
on (ANI) and 

wn as the 
stem.   

 
ANI has been a feature of wired phone systems since the 1980’s.  In addition to the voice 
signal, phone calls carry a data signal which usually includes the number of the phone 
originating the call.  This data signal makes features such as caller-ID possible. ALI is 
essentially a database which links phone numbers to physical addresses.  Unlike ANI, it 
is used only in the E9-1-1 system. Historically, it has been populated from the LEC’s 
service records. 
 

er
differences make any difference to the actual implementation of cellular 9-1-1 sys
‘on the ground’, especially as they related to the implications for person
In this paper, we analyze the implementation of E9-1-1 in three regi
Virginia and Ontario --  and outline the roles played by the various public an
sector actors.  These cases permit comparison across several axes.  Privacy 
“sunshine” laws, and telecommunication policy mechanisms vary from sta
between Canada and the U.S. The corporate interests and industry str
and w

ILECs, and wireless carriers, as well as trade and popular press repo
records.  
 
Because implementation of wireless E9-1-1 is still in its early stages and
implementati

Although privac
implementation processes and frameworks may affect privacy in some im
enduring ways.   
 

Several factors are common across all three
configuration of emergency call processing. Also, implementation both in
Canada are influenced, to a greater or lesser degree, by the FCC’s E9-
These contexts are discussed below before the examination of individual c
 
The Technical

location of the source of an emergency call, and routing that call to the appr
response center.  However, this configuration was designed only for wire
telephones.  At the heart of this system are Automatic Number Identificati
Automatic Location Identification (ALI).  It is therefore sometimes kno
ANI/ALI sy
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A simplified version of the routing of a typical 9-1-1 call from a wired line goes 
something like this:   

EC) 
.  The switch 

alyzed to 
ssociated with 

special purpose 
, to the PSAP.  
ously, the 
eturns to the 

SAP operator is then 
in possession of a voice connection with the emergency caller, the caller’s location, and a 

determines the 
cessary. 

 when wired 
e norm.  The 
e necessitated 

munications 
d complicate 

o and control 
 the 9-1-1 system.  

Mobile telephony radically complicates the maintenance of the ALI database. Since 
n, the ALI database 

 records are no 
r means of 

m to 
t, the ANI/ALI 

pliance is 
tion of the 
 assigned a 

base has records 
earest cell 

e (MTSO).  The 
MTSO handles all switching for the wireless system.  The MTSO recognizes the call as a 
9-1-1 call, and queries a database for the ESRK of the cell site handling the call, and the 
PSAP which handles calls for that that ESRK. The MTSO splits the call into a voice path 
and a data path, and sends the voice path and the ESRK, via the selective router, to the 
PSAP.  The MTSO also updates the ESRK’s record in the ANI/ALI database with the 
caller’s call back number and the address of the cell site handling the 911 call. When the 
voice call and the ESRK arrive at the PSAP, the PSAP queries the ANI/ALI database 

 
A customer dials “911” from a wired line.  The Local Exchange Carrier (L
recognizes the call as an emergency call and forwards it to a tandem switch
splits the call into a voice portion and a data portion.  The call’s ANI is an
determine the Public Service Answering Point (PSAP) serving the region a
that phone number, and the voice portion of the call is forwarded, via a 
selective router, to that PSAP.  The ANI is also sent, along a separate path
The ANI is displayed when the PSAP operator answers the call.  Simultane
PSAP sends the ANI along a dedicated circuit to the ALI database, which r
PSAP the address associated with the caller’s phone number.  The P

call back number in case the voice connection fails.  The operator then 
appropriate response to the call, and dispatches emergency services as ne
 
This degree of functionality, known as “Phase 0 E9-1-1,” was developed
phone systems operated by near-monopoly LECs were overwhelmingly th
emergence of wireless telephony and telecommunications competition hav
several changes to this technical paradigm.  With the advent of telecom
competition, issues of inter-industry competitive strategy intervene in an
efforts to establish efficient, equitable and cooperative methods of access t
of the tandem switches, selective routers, and databases that comprise

phone numbers can no longer be statically linked with their locatio
must be reconfigured to permit dynamic updates.  Moreover, LEC service
longer sufficient to provide the data to populate the ALI database.  Othe
determining the location of wireless calls must be found. 
 
“Phase 1 E9-1-1” constitutes the first attempt to update the ANI/ALI syste
accommodate wireless telephony.  Functionally, to be Phase 1 complian
system must deliver to the PSAP a call back number as well as the location of the cell 
tower from which a wireless 9-1-1 call originates.  In practice, Phase 1 com
implemented by dynamically updating the ANI/ALI database with the loca
calling cell tower before the PSAP queries the database.  Each cell tower is
unique Emergency Service Routing Key (ESRK), and the ANI/ALI data
for each ESRK. When a wireless caller dials 911, the call goes first to the n
tower, then to the mobile company’s Mobile Telephone Switching Offic
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with the ESRK.  The database then returns the call back number and the cell site location 
to the PSAP. 

rdinates of the 
es than Phase 1 

uding, at the very least, techniques for determining those coordinates.  Phase 2 
deployment is still in the experimental stage, and no standard configuration has been 

cy upon 
 fairly standard in 

n in Texas and 
tions for privacy and surveillance.  Phase 1 is less 

 
“Phase 2 E-9-1-1” requires that mobile telephony operators deliver the coo
caller to the PSAP.  This entails much more radical infrastructure chang
does, incl

agreed upon. 
 
Phase 0 ANI/ALI is common across North America.  It is the technical lega
which all of the cases studied below depend.  Phase 1 implementation is
the U.S., though our cases will show how the contexts of its implementatio
Virginia have had different implica
standardized in Canada.  These same distinctions between Phase I and Phase 2 

nada, though at a different pace and, as we shall 

loyment. In 
lls in the E-911 

nder the 
tions Act of 1934 to promote “safety of life and property through the use of 

4  FCC defines 
ooperative 

ngoing processes 

of access to 911 
re divided 
lephone 

e or base station receiving the cell 
phone, and call back capability.  Reflecting the interests of the public safety 
organizations, the FCC gave the carriers a year to comply with Phase I rules.  Phase II 

ation, with the relay 
o  Information (ALI) within 125 meters or about 410 feet of the 

r schedule for its Phase II requirements 
October 1, 2001 and ending December 31, 2005.6   

 

implementation have been adopted in Ca
see, under different regulatory conditions.   
 
The FCC and the regulatory context of E-9-1-1 
In the U.S., FCC mandates have been the driving force behind E9-1-1 dep
1996 the FCC adopted rules and a framework to including wireless ca
system.3  The FCC has moved into this area because of its responsibility u
Communica
wire and radio communication.”   In its documents and press releases, the
its role not as one of compelling or directing, but as one of “promoting c
efforts,” “prompting the accelerated delivery,” and “making sure that o
are in place.”5   
 
The goal of the FCC was to provide wireless callers with the same level 
services that is available to wireline callers.  The FCC’s 1996 final rules we
into two phases.  Phase I rules require carriers to provide PSAPs with the te
number of the 911 caller, the location of the cell sit

rules require wireless carriers to provide more precise location inform
f Automatic Location

call’s origination.  The FCC established a four-yea
beginning 
 
                                                

3 Federal Communications Commission, Report and Order and Further Notice of 
Proposed Rulemaking.  

4 Section 1 of the Communications Act, 47 U.S.C. sect. 151. 
5 FCC 96-264. 
6 The FCC’s E-911 Fact Sheet provides additional information on the specific conditions 

and schedules of Phase I and II.  
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Much of the FCC’s time has gone to considering waivers by wireless carr
the Phase I and Phase II deadlines for compliance.  The first deadline, O
witnessed a number of waiver requests by five nationwide wireless carr
Sprint PCS, Verizon, Cingular, and AT&T.7  On October 19th the FCC als

iers regarding 
ctober 1, 2001, 

iers -- Nextel, 
o provided 

guidance to small and mid-size carriers seeking relief from Phase I ALI rules.  Without 

(PL 106-81) (WCPSA), 
ergency phone 

cal 
ess carriers, 

hether a call 
 wireless or wireline phone.  Section 5 of WCPSA of amended Section 

222 of the Communications Act of 1934 to require a customer to give prior authorization 
r than the delivery of 

nadian 
 have tried to 

ention from the 
ndeed, direct 

ry and the 
ver, the development 

, be separated from a relatively dependent 
 actors in the 

hnical and 
o specific cases. 

-1-1 
ergency operations into 

stry 
competition, and a legislative commitment to data sharing across state operations.  

es – home rule 
c nd regional Councils of 

 and regions 
w  are 
g incide with 
                                                

question implementation of the FCC rules has not proceeded smoothly. 
 

In the Wireless Communications and Public Safety Act of 19998 
Congress supported the FCC actions to designate 911 as the universal em
number for wireless and wireline calls and required the FCC, states, and lo
governments to coordinate wireless E-911.  Section 4 of the law gave wirel
users, providers and PSAPs the same liability protection regardless of w
originated from a

for any disclosure of call location information for a purpose othe
emergency services.   
 
These FCC and Congressional actions have had a direct bearing on Ca
telecommunication policy, because in many respects Canadian stakeholders
grapple with these similar issues without having to resort to direct interv
Canadian Radio and Telecommunications Commission (CRTC).  I
observation of US events prompted the Canadian PSAPs, wireless indust
ILECs to seek a more cooperative and consensual approach.   Moreo
of E-911 policy in Canada cannot, of course
economic relationship, shaped in part by US-dominated corporate
telecommunications industry.  With this brief exposition of the common tec
political contexts of Canadian and U.S. E9-1-1 systems, we turn t
 
The Implementation of Wireless E9-1-1 in Texas  
Three environmental factors have affected the privacy implications of E9
implementation in Texas.  These are the consolidation of rural em
a state-wide system, a legislative commitment to telecommunications indu

Administration of the E9-1-1 system in Texas is shared among three bodi
ities, Emergency Communication Districts (ECDs), a

Government (COGs).  Home rule cities and ECDs are those municipalities
hose emergency response systems (ERSs) predate state initiatives, and so
randfathered out of state regulation.  The grandfathered systems  tend to co

 
7 See: Fact Sheet: E-911 Phase II Decisions (October 2001).  Unofficial announcement 

of the Commission’s actions.  Found at http://www.fcc.gov. 
8 The Wireless Communications and Public Safety Act of 1999 was introduced as S. 800 

on April 14, 1999 by Senator John McCain (R-AZ), Chairman of the Committee on 
Commerce, Science, and Transportation, and Senator Conrad Burns (R-MT), 
Chairman of the Subcommittee on Communications.  The bill was signed into law on 
October 26, 1999. 
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the most densely populated regions of the state. The state Legislature establ
Commission on State Emergency Communications (CSEC) in 1985 to coo
the remaining, predominantly rural, areas of the state.  CSEC’s purview ext
of the Texas land mass, but only 1/3 of its popu

ished the 
rdinate ERS in 
ends over 2/3 

lation9. This research concerns only those 

 so has 
ll decisions 
e local government 

any state 
ouncil of 
 governments 

binding on 
ever, in order to receive state funding for 9-1-1 programs, 

local governments must cooperate in a regional plan through their COG.  The COGs, in 
ulgated by CSEC, 

e lines, 
mmunication 

ly to the state’s 
o lly, these fees 

.11 Also, within each COG, 
 urban region 
ns, and has 

e Rule Cities 
sh. 

By statute, CSEC revenue can only be used for activities associated with the delivery of a 
9-1-1 call.  These include network, database, mapping, addressing, and PSAP equipment 
costs.  While they may include some PSAP administrative personnel costs, they do not 
i rgency 
services.   

                                                

regions under CSEC’s jurisdiction – that is, rural Texas. 
 
CSEC controls the state budget for emergency communication systems, and
enormous influence on the implantation of those systems. Formally, a
regarding the implementation of emergency communications fall to th
at the level of either municipality or county.  However, coordination of m
initiatives, including 9-1-1 initiatives, occurs at the level of the regional C
Government, or COG.  COGs are formally voluntary associations of local
with no regulatory power or other authority. Decisions of COGs are not 
member governments.  How

turn, report to CSEC. If the regional plans adhere to standards prom
they will be eligible for funding.10  
 
CSEC is funded by three types of surcharges on wired and wireless phon
including 9-1-1 service fees, 9-1-1 equalization surcharges, and wireless co
fees. These fees are set by the state legislature and are applied immediate
general fund.  The legislature then appropriates funds t  CSEC.  Historica
have generated more revenue than is appropriated to CSEC
funds collected from urban areas subsidize ERS in rural areas.  At least one
under CSEC purview, Corpus Christi, has bridled at subsidizing other regio
withdrawn from the CSEC program to become a Home Rule City.12  Hom
may set their own surcharge rates and spend the revenues as they wi
 

nclude costs associated with PSAP operators or with the provision of eme

 

 
 Rob Huggins, Texas Commission on State Emergency Communications, Austin, TX, 

10  Texas Commission on State Emergency Communications Rule 251.1; Senate Committee on 
Economic Development, Subcommittee on StatE9-1-1 Emergency Communications, Interim Report 
to the 77th Texas Legislature [herinafter Interim Report], p 5; Texas Association of Regional 
Councils, Regional Councils in Texas, http://www.txregionalcouncil.org/what.htm, accessed June 26, 
2002) 

11  Interim Report, p 5. 

12  Mary Moreno, “City will drop from state E9-1-1 program,” Corpus Christi Caller-Times March 29, 
2002, Pg. B1 

9  Interview with
July 2, 2002. 
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This structure of 9-1-1 funding and coordination has two corollaries.  First, the state E
1-1 mandate funds general state operations. This is a significant source of r
state which devoutly eschews income taxes. Second, by harnessing the pu
of rural PSAPs though CSEC, the Texas legislature has created a signif
market actor in the E9-1-1

9-
evenue in a 

rchasing power 
icantly powerful 

 communications industry.  As will be explored in the 
following section, this has had important implications for the shape of the locational 

’s handling of 
e and wireless 

ce changed its 
management 

riers, and wireless 
n complicated 

1-1 ALI contract 
arket for location-

 does not route 
ase and send 

y ILECs.  

ces, it is a significant 
xpertise into 
allowed 

ements into its 
S 

community.  These have been leveraged into emergency notification systems, which are 
matics and 

gic industry position 
 referred to 
ed Response.”14 

d not have been 
al on a 

ncy Network 
B) was (and is) 

-1-1 services, 
including both the ANI/ALI database and the selective routers used for emergency call 

onnect their new ALI database to SWB’s 
other things, 

that Intrado’s system was incompatible with SWB’s switches, and that interconnection 
posed a threat to the reliability of the existing 9-1-1 network.  CSEC, GHCEN, and 
Intrado filed a complaint with the Texas Public Utilities Commission, which ordered 
SWB to unbundle tariffs for 9-1-1 databases and 9-1-1 call delivery. In the face of this 

                                                

surveillance industry in general.  
 
In 1997, the Texas legislature, disturbed by inadequacies in the local ILEC
the E9-1-1 system, solicited competitive bids for managing the state wirelin
9-1-1 ALI database.  The contract was awarded to SCC, Inc, which has sin
name to Intrado.   Intrado’s core business had been in inter-industry billing 
among competitive local exchange carriers (CLECs), long distance car
operators.  Since the breakup of the AT&T monopoly these issues had bee
by number portability, local service unbundling and resale. The Texas 9-
was a significant tactical step in parlaying this expertise into the m
based services.  The Texas contract is for database services only; Intrado
or deliver 9-1-1 calls in Texas.  Instead, they populate the ANI/ALI datab
routing directions to the selective routers still run, for the most part, b
 
However, while the Texas state contract is only for database servi
step toward parlaying Intrado’s core database and inter-industry network e
more general commercial LBS applications.  Specifically, the contract has 
Intrado to develop in two ways. Intrado has incorporated geographic el
database and routing systems, and has established itself as a player in the ER

in turn leveraged into “location-based telecommuniations services, tele
permission-based mobile messaging.”13  This shift in Intrado’s strate
can be seen in the rhetoric of its corporate reports.  In 2000, these reports
Intrado’s core offering as “SafetyNet”.  In 2001, this had become “Inform
 
Intrado’s entry as an industrial player in the 9-1-1 infrastructure coul
possible without regulatory intervention.  Intrado’s contract was condition
successful test of their system in the Greater Harris County 9-1-1 Emerge
(GHCEN), the ECD serving the Houston area.  Southwestern Bell (SW
the Houston area ILEC.  They had also been the incumbent provider of  9

delivery.  In 1999, Intrado attempted to c
tandem switching network. SWB refused to interconnect, claiming, among 

 
13   2001 Annual Report, Intrado Informed Response, p 4 

14  “9-1-1 SafetyNet…”; “Access the Facts, Investor Fact Sheet Q1 – 2002”, Intrado Informed Response. 
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order, SWB also agreed to a timetable and technical specifications for interc
with their sele

onnection 
ctive routers.15 The TX PUC 9-1-1 tariff unbundling rules were some of the 

first in the nation. 

articular place 
ial part of the 
rity to standardize 

s for local 
es must meet standard vetting 

olled by local 

 has been a 
el, or a dwelling 

n an interpretive nightmare.  Moreover, there has been local opposition to 
addressing projects.  This resistance is sometimes because residents oppose standardized 

r established 

rojects. Most, 
ital. However, 
rom a private 
esources.  To 

mes, and the 
identification of political boundaries. Customer location information on these maps may 

 an electric, gas or 
w ublic entity.”20 
M as mapped in 1987 at 
a cies is subject to 
 

 
Successful emergency services depend on actually getting personnel to a p
rapidly.  Standardized addressing and standardized maps are an essent
system.  While Texas law gives counties and municipalities the autho
rural addressing within their jurisdictions16, CSEC administers state fund
addressing programs.  To receive these funds, counti
criteria. Thus, as with other 9-1-1 services, addressing is officially contr
authorities, but actually standardized through a state agency.17   
 
Even after standardized statewide procedures were established, addressing
notoriously difficult process.  Establishing what constitutes a road, a parc
has bee

addresses in principle, but more often residents simply resist changing thei
address.18 
 
Addressing projects are usually performed in conjunction with mapping p
but not all, maps generated in conjunction with addressing projects are dig
some localities still use paper plat maps.19 Digital base maps are obtained f
mapping vendor, a public utility, or the Texas Department of Information R
this base map are added “attribute data, such as structure locations, road na

be obtained from the USPS, a local government, telephone companies,
ater utility, a county appraisal district, public school district, or other p
apping is an expensive proposition.  For example, Hays County w

 cost of $78,000.  However, information held by state and county agen
                                                
5   Emergency Petition of the Advisory Commission on State Emergency1  Communications and the 

laratory Rulings Ordering Southwestern 
Bell Telephone Company to Unbundle its 9-1-1 Network and 9-1-1 Database Management System, 

minary Order, 
Emergency Petition of the Advisory Commission on State Emergency Communications and the 

Southwestern 
ephone Company to Unbundle its 9-1-1 Network and 9-1-1 Database Management System, 

). 

1 munications, “9-1-1 Programs, Policies and 
Procedures,” February 1999, § 2.02.  

18   Interview with Patsy Greiner, Texas Commission on State Emergency Communications, Austin, TX, 
July 2, 2002. 

19   Interview with Rob Huggins, Texas Commission on State Emergency Communications, Austin, TX, 
July 2, 2002.  

20  Cornyn, John.  Letter to James D. Goerke dated August 16, 1999. Open Records Decision No. 661 
http://www.csec.state.tx.us/pdf/ord_661.pdf; June 2, 2002  

Greater Harris County 9-1-1 Emergency Network for Dec

Texas PUC Docket No. 20334, SOAH Docket No. 473-99-0155;  Draft Preli

Greater Harris County 9-1-1 Emergency Network for Declaratory Rulings Ordering 
Bell Tel
PUC Docket No. 20334, SOAH Docket No. 473-99-0155, at 4 (rel. March 18, 1999

16  County Road and Bridge Act (as enacted in Senate Bill 1091 in 1989)  

7  Advisory Commission on State Emergency Com
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public disclosure.  Once the mapping occurs with public funds, private citiz
companies can and do obtain the maps for only the cost of copying th
regularly buy subsidi ed

ens or 
em.  Map publishers 

z  maps from counties, and use them as the raw material for 
21

nts.22 Personal 
efore they are 

 requestor and 
applies only to 
 county 

 registration notices.” In fact, 
d “in the interest 

plications.  
olidating the 

dly, CSEC’s 
ntirely new 

 party location 
romoting 

nd freedom of 
ental repercussions.  State 

onal information 
ke base maps, 

 relatively low cost.  

e county-
e, fire and 

the E9-1-1 
operations has been, and continues to be, the dispatch centers which receive all 9-1-1 

riate response 
t  the introduction of Enhanced 9-1-1 (E9-1-1), the technological sophistication 

ional boundaries involved in responding to a 9-1-1-call, 
atch center is heavily 

dependent on computer and communications technologies not just for receiving and 
 

consumer market products.   
 
State law makes certain information exempt from disclosure requireme
information, including names and phone numbers, is redacted from maps b
released to the public.23 The cost of redaction of maps is borne by the
determined on a case by case basis.24  However, state confidentiality law 
release to the public.  COGs may release E9-1-1 addressing information to
agencies “for the purpose of sending tax notices and voter
such a sharing of information among governmental bodies is encourage
of the efficient and economical administration of statutory duties.”25  
 
In summary, Texas 9-1-1 implementation has had several far reaching im
Firstly, a significant national market actor – CSEC – was created by cons
purchasing power of many small operators throughout a vast region. Secon
actions in the 9-1-1 arena have supported not only new market actors, but e
markets, notably the markets for third party location databases and third
delivery networks. This was encouraged by an explicit legislative agenda p
competition in the Texas telecommunications industry. Thirdly, Texas state funding of 9-
1-1 addressing and mapping programs, and the structure of Texas privacy a
information laws have had significant market and governm
agencies, including police and tax authorities, have ready access to pers
gathered in these addressing and mapping projects.  The projects also ma
with personal information redacted, available to any private entity at
 
The Implementation of Wireless 9-1-1 in Virginia 
Administration of 9-1-1 in Virginia has traditionally been the province of th
level public service answering points (PSAPs), which dispatch calls to polic
ambulance for response, and the local phone companies.  The heart of 

calls, identify the location and person making the call, and send the approp
eam.  With

of the ERS operation, the jurisdict
and the number of players have all become more complex.  The disp

                                                
21    Interview with Patsy Greiner, Texas Commission on State Emergency Communications, Austin, TX, 

July 2, 2002. 

22   TX Health and Safety Code Section 771.061 

23   Advisory Commission on State Emergency Communications, “9-1-1 Programs, Policies and 
Procedures,” February 1999, § 1.06, Source: May 5, 1998 letter to regional council  

24   Cornyn, John.  Letter to James D. Goerke dated August 16, 1999. Open Records Decision No. 661 
http://www.csec.state.tx.us/pdf/ord_661.pdf; June 2, 2002 (Cornyn, John. 2002) 

25  Id. 
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relaying calls but also for identifying where a call is coming from and w
personnel are located.26  Real time mapping displayed on computer-
(CADs) are the most visible component in an E9-1-1dispatch center.  Indeed the 
sophistication and timeliness of the maps is a primary distinction between 
1, enha

here rescue 
assisted terminals 

traditional 9-1-
nced 9-1-1, and now wireless E9-1-1.  And with the move to wireless E9-1-1, the 

number of stakeholders and organizational complexity required for implementation 

 
In V n three phases: 

heir 
espective State 

lice district headquarters.  All PSAPs that were E9-1-1 capable by July 1, 
ing wireless calls by 

lls by July 1, 

 (automatic 
number identification), the identity of the wireless provider, and the location 

gitude and 

is well illustrated 
27 or Phase I, 
, the wireless 

The 9-1-1 
service provider (local exchange carrier – ILEC -- Verizon) must have ready the 9-1-1 

orm 
ses and routing 

ireless 9-1-1 
 dispatch center. 

) and Fairfax 
ies for Phase I E9-1-

1 implementation.  AWS is responsible for: the design, installation, operation, 
 MSC (the 

-1 Tandems and for 
interconnecting the SCP (Intrado-type services) to the ALI database; for working with 
Vendors on performance measures; and for negotiating with the LEC, in cooperation with 
the PSAP, for appropriate interconnection agreements.  The MOU notes that ALI 
                                                

increases. 

irginia the implementation of wireless E9-1-1 is taking place i
 
• Phase 0 – a PSAP directly receives all wireless calls made within t

jurisdiction at their communications center rather than at the r
po
2000 are required by the General Assembly to start receiv
July 1, 2002.  All other PSAPs must start receiving wireless ca
2003. 

• Phase I – PSAP receives a caller’s Call Back Number or ANI

of the cell antenna receiving the call. 
• Phase II – PSAP receives the actual location of the caller by lon

latitude (ALI), as well as the ANI. 
 

The organizational complexity involved in these implementation phases 
by the “Scope of Work” for one of the wireless workgroups in Virginia.   F
implementation requires that the operations of three entities – the ILECs
service providers (WSPs), and the PSAPs -- are managed and coordinated.  

selective router and the ALI database.   The WSPs – numerous and not unif
throughout the state -- need to provide maps showing all cell sector addres
information for all the PSAPs that they serve.  The PSAPs must install w
trunks, upgrades to their communications equipment, and upgrades in the
 
The memorandum of understanding (MOU) between AT&T Wireless (AWS
County specifies a similar but more detailed division of responsibilit

maintenance and provision of all network elements; for interconnecting the
switch that controls the wireless calls) to the Selective Router/E9-1

 
26 Interview with staff, Public Safety Communications Center, Fairfax County Police Department, July 29, 

2002. 
27 “Scope of Work for Tri-cities Wireless Workgroup,” (5/31/02).  Available at: http://www.9-1-

1.state.va.us/resource_info.htm 
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Database functions lie outside the responsibility of AWS. The PSAPs are re
validating and updating PSAP Jurisdiction Area Boundary Maps; prov
needed data about each PSAP’s existing infrastructure; and, identifying appropriate 
Routing Codes; informing third party vendors, such as Computer Aided D
providers of data to be delivered with 9-1-1 calls for coordination with P
based systems.  The MOU also recognize

sponsible for: 
iding and verifying 

ispatch (CAD) 
SAP premise-

s, but does not specify the responsibilities of, 
several third parties including the 9-1-1 provider/LEC, the host ALI provider, and the 

 to the 
pgrades and 
uests. In 1998, 
very wireless 

d a seven-
dustry, and 

the state Comptroller as chair) Wireless E9-1-1 Services Board to administer the fund.  In 
on from the 

ncy management.   

 $1.8 million 
. In FY 2001, 

o the PSAPs and $2.4 million was paid to the wireless service 
f wireless E9-
ot available; 

le Phase I costs 

 
oordinator of 

 important to the 
s a regional 

s. 

Implementation of both Phase I and Phase II in Virginia is complicated by the number of 
wireless service providers.  These include:  Alltel; AT&T Wireless; Cingular; Devon; 
Cellular One; Nextel; Ntelos; Shenandoah Cellular; Sprint PCS; Triton PCS; U.S. 

T Wireless 
w Virginia; Verizon 
h d Phase I in several parts of Virginia. 

                                                

SCP software developers and hardware providers. 
 
To cover the costs of implementing Phase I and Phase II, PSAPs can apply
Wireless E9-1-1 Services Board for funds to install necessary equipment u
the wireless service providers can apply for funds to support the PSAP req
the General Assembly passed legislation that placed a $0.75 surcharge on e
telephone billed by a wireless service provider in Virginia.  It also create
member (three from local government, three from the telecommunications in

2000, the size of the Board was increased to fourteen to allow representati
police chiefs, fire chiefs, EMS chiefs, sheriffs, State Police, and emerge

 
By the end of FY2001, the Wireless E9-1-1 Fund generated approximately
each month and had a balance of about $38 million at the end of FY2001
$6.7 million was paid t
providers. The annual PSAP costs of statewide implementation of Phase I o
1-1 is estimated at $11.5 million.  Accurate estimates of Phase II costs are n
however, it appears that Phase II costs are primarily non-recurring whi
will continue into Phase II.28 

In a memo to all emergency communications coordinators in Virginia the C
Public Safety Communications points out that one factor that has proven
success of Phase I implementation is if PSAPs initiate implementation a
group.29  Most of the PSAPs in Virginia have formed such regional group
 

Cellular; Verizon; and Virginia Cellular.  As of the end of FY 2001, AT&
ere the only national providers to complete a Phase I deployment in 
as also implemente

 

 
28 Wireless E9-1-1 Services Board, FY2001 Annual Report (Prepared by the Department of Technology 

Planning, Division of Public Safety Communications) (October 2001), p. 8.  Available online: 
http://www.va9-1-1.org. 

29 Virginia Wireless E9-1-1 Implementation Guide (Revised 12/2001).  Available at: http://www.9-1-
1.state.va.us/resource_info.htm 
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According to the FY2001 Annual Report30 of the Wireless E9-1-1 Servic
implementation of wireless E9-1-1 Phase I, which requires that the PSA
with the caller’s phone number and the address of the cell site receivin
“progressed, though not quickly.”  The Report notes that some providers ha
aggressive in their implementation but that technical problems and corpor
slowed other providers.  The localities were not blamed with the lack of p
it was the lack of preparedness by the wireless service pr

es Board, the 
P be provided 

g the call, has 
ve been 

ate issues have 
rogress, instead 

oviders and the local exchange 
carriers.31  The Memorandum of Understanding32 between AT&T Wireless (AWS) and 

 instead is a 
ddress.  

 systems.  In 
ation and in 

ded it as part of 
unty GIS map.  In wireless E9-

mation.  The 

 location of the 
as 

fference 
.  To provide 

ta for the locality and 
stead of an 
lth and the 
he Virginia 

unding for a 
project of this nature but until the wireless E9-1-1 mandate there had not been a 
compelling need for such mapping. There are three elements to the state-based mapping 

otography of the 
s
p ble and updated information; and, 3) addressing, which was derived  

 private sector entities.   

Fairfax County illustrates the complexity and detail of the process.   
 
For E9-1-1 the ALI database that Verizon maintains is not map-based but
tabular, text-based system.33  The PSAP is responsible for geo-coding the a
Counties all have invested local resources in the creation of their own GIS
some cases the PSAP geo-coding is well synchronized with the ALI inform
other cases it is not.  Many PSAPs have taken the county GIS map, inclu
their CAD system, and maintain it separately from the co
1-1, the PSAP believes that it is querying Verizon (ILEC) for the ALI infor
ALI database recognizes that it is a cell phone and pass the number on to a third party, 
often Intrado or TCS, to get the mapping coordinates that it needs.   

 
Phase II implementation, requiring that PSAPs be provided with the actual
caller by longitude and latitude, has been delayed by waivers in Virginia as it h
throughout the country.  According to the Annual Report, “the primary di
between Phase I and Phase II is the addition of mapping within the PSAP
this, the Board has included funding for the creation of mapping da
for the mapping display system to be used by the E9-1-1 call takers.”34  In
incremental approach involving funding for each locality, the Commonwea
Board have decided on a statewide approach, involving a partnership with t
Geographic Information Network (VGIN).  VGIN had previously sought f

project: 1) a digital orthophotography, which was conducted by aerial ph
tate; 2) centerline street location, for which the – Virginia Department of Transportation 
rovided most relia

from local public and
 
                                                 
30 Wireless E9-1-1 Services Board, FY2001 Annual Report (Prepared by the Department of Technology 

1.  Available online: 
http://www.va9-1-1.org
Planning, Division of Public Safety Communications) (October 2001), p. 

. 
31 FY2001 Annual Report, p. 9. 
32 AT&T Wireless Services (AWS) Memorandum of Understanding Re. E9-1-1 Phase I Service with Fairfax 

County, Virginia. (2001).  Available online: http://www.9-1-1.state.va.us/sample_documents.htm   
33 Interview with staff, Public Safety Communications, Commonwelath of Virginia, Sept. 3, 2002. 
34 Wireless E9-1-1 Services Board, FY2001 Annual Report (October 2001), p. 7.  Available at: 

http://www.9-1-1.state.va.us/resource_info.htm 
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According to Guidelines of the Wireless E9-1-1 Services Board, the PAS
implement the mapping display system as part of the CPE equipment, c
dispatch (CAD) system, or as a separate stand-alone 

P can 
omputer-aided 

system.35  The Wireless E9-1-1 
Services Board estimates that Phase II costs will be as follows: 

(Im  $10 million 
$10 million 

• PSAP Mapping Display systems     $  5 million 
 

 VGIN project 
pted it from FOIA requirements.  Private sector companies may license VGIN 

maps but may not resell and must abide by the use terms of the license agreement.  Any 
ay not sell the 

 cooperative 
ireless E-9-1-1 

 for 
d learning.  As 
d new market 

elivery networks.  
tunity to develop a statewide mapping project 

upport.  With 
ion generated 

l as in other 
xperiences outlined 

rdized  platform 
less enhanced 

nited States.  
Canada has a similar system of primary and secondary Public Service Answering Points 

 serve to 
s  operated by the 
respective fire, police and ambulance services.36  Provincial E9-1-1 service provides for 

 PSAP.  So 
w orts the call to the 
                                                

 
• Statewide Base Mapping agery)   
• Statewide Base Mapping (street centerline)  

• Wireless Provider Phase II Cost (non-recurring) $10 million
 
The General Assembly recognized the revenue generating potential of the
and exem

public entity (federal, state or local) may get access to VGIN maps but m
information. 
 
The implementation of Virginia’s Wireless E-9-1-1 has begun in a largely
manner, particularly on the part of the public sector actors.  The W
Services Board has provided a focus not only for funding decisions but also
generating cooperative regional arrangements and sharing experiences an
has been true in Texas, implementation has spawned new market actors an
opportunities for third party location databases and location d
Implementation has also provided an oppor
for which there had previously been interest but not sufficient need and s
implementation of Phase II questions about privacy and access to informat
for and in the Wireless E-9-1-1 environment may become more apparent. 

 
The Implementation of Wireless 9-1-1 in Ontario 
On the face of it, the implementation of wireless E9-1-1 in Ontario, as wel
parts of Canada, stands in stark contrast to the Texan and Virginian e
above.   The differences are rooted in the historical emergence of a standa
for the routing of 9-1-1 calls, which has made the implementation of wire
emergency service in Canada somewhat less complicated than in the U

(PSAPs) funded by provincial and municipal governments. Primary PSAPs
creen calls and to route them to the appropriate secondary PSAPs

the transport of all customer dialed 9-1-1 calls to the appropriate local 9-1-1
hen a customer dials 9-1-1, the wired carrier being used, transp

 
35 Virginia Wireless E9-1-1 Services Board, Guidelines for the Submission of PSAP Cost Estimates for the 

Fiscal year beginning July 1, 2002 and ending June 30, 2003. (Adopted August 8, 2001 and Revised 
December 12, 2002), p. 4.   Available at: http://www.9-1-1.state.va.us/resource_info.htm 

 
36 In many municipalities, one department will play the role of both primary and secondary PSAP.  Thus, in 

Toronto, the Toronto police department operates the primary PSAP for the entire city.   
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dedicated switch operated by the Incumbent Local Exchange Carrier (ILEC).
is then transferred to the appropriate police, fire or ambulance dispatch ce
US, the original 9-1-1 system was designed as a simple voice connectio
who would verify location verbally and dispatch the appropriate service. T

37  The call 
ntre.  As in the 

n to an operator 
his kind of 

basic service has been in existence in Canada since the mid-1970s, although the pace of 

cond generation of 9-
ervice permits 

ocation 
 information in 

ication was 
atched against 

e exact 
location from which the call originated. Until the 1980s, therefore, it appeared that there 

systems.  The 
th America.”38  

tion of the 
derlaps” and 

unities, 
lling 
gh the gaps 

sses fell into more than one 9-1-1 region, 
causing confusion as to the closest emergency dispatch center.  Moreover, the cost for 9-

 extra expense 
assed along to 

one 

to standardize the 
cy Reporting  

Service (PERS) is a cooperative effort by the ILECs and local municipalities. In Ontario,  
ded in the 9-1-

1 nsistent and 
a  The system requires that every household shall have an address, and 

ber, drives the 
P eorganization, or 

development has varied from region to region.  
 
As more sophisticated telecommunications services developed, a se
1-1 service emerged in the mid-1980s.  The so-called “Enhanced 9-1-1” s
the transfer of Automatic Number Identification (ANI) and Automatic L
Identification (ALI) to the PSAPs.  With call-back number and location
hand, emergency operators can still assist the caller where verbal commun
impossible, or connection was terminated.  Over time, ANI data was m
street addresses in the ALI database, and emergency personnel directed to th

was a good deal of convergence between the Canadian and American 
ANI/ALI system had become “the benchmark feature of E9-1-1 across Nor
 
In the Ontario context, as elsewhere in Canada, however, the implementa
ANI/ALI system was not without difficulty. In every region, there  were “un
“overlaps” caused by the wide variety of addressing systems used by local comm
and the fact that these systems rarely conformed with the addressing and bi
information held by the respective ILEC.39 Thus, some addresses fell throu
and had no access to 9-1-1 service.   Other addre

1-1 had always come from the property tax base of local communities. The
of administering an enhanced 9-1-1 system  meant that the cost had to be p
subscribers, raising the question for the ILEC of who to bill when the teleph
exchanges and municipal boundaries were not consonant.  
 
A third generation of E9-1-1 emerged, therefore, as a result of the need 
addressing system for emergency response services.   The Public Emergen

local governments essentially apply to the ILEC (Bell Canada)  to be inclu
-PERS system. In return, Bell requires that all streets are numbered in a co
ccurate format. 

every street a name.  Therefore, the address, rather than the phone num
ERS system.  Of course, as a result of historical accident, municipal r

                                                 
37 The main ILEC’s are Bell (operating in Ontario and Quebec), and Telus (for BC and Alberta).  UP until 

the late 1990s, all incumbent local exchange carriers were represented by a common trade association, 
known as Stentor.    

38 Gordon Gow, “Territorial Boundary Crossing and Regulatory Crossroads:  The Case of Wireless 
Enhanced Emergency (9-1-1) Service in Canada,”  Paper delivered to the Third Wireless World 
Conference, University of Surrey, July 17-18, 2002.  

39 Interview, Judy Tottman, Regional Manager 9-1-1 Service, Bell Canada, August 16, 2002.  
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amalgamation, there may be duplicate street addresses in some commu
saw in Texas,  some municipalities have been undertaking quite extensiv

nities. So, as we 
e efforts at 

renumbering, and are having to convince residents that the changes are worthwhile.40  

eet address, 
hese maps may 

igitized, forms.  
nd an 

cy Service 
 closest emergency 

supplemented with 
vital information about the location of emergency response services.  A 9-1-1 PERS 

and 
ystem.41 

 as is the United 
States, the E9-1-1 system quickly exposed the distinction between  wireline calls with 
A bility at all. The 
p m the Canadian 
W

 nearest
  also passes 
 all you back, if 
 n. Unlike your 
 ephone number 
 eans that, when 
 r complete number to the E9-1-1 operator – 

operator may 
  tell the 
 obile phone 
 recise 
 
 

 
Once the municipalities have drawn new maps based on a standardized str
they then add the location of emergency response dispatch centers. T
arrive with Bell’s 9-1-1 Service office in a variety of digitized, or non-d
Bell then digitizes in standard format, and overlays the telephone number, a
Emergency Service Number (ESN) that is associated with a clear Emergen
Zone. Thus there should be far less confusion about the location of the
dispatch center, as the ANI/ALI database has been standardized, and 

platform has now been established in every province except Saskatchewan 
Newfoundland.  In Ontario, over 90% of households are now part of this s
  
These three stages of enhanced 9-1-1 service have progressed in Canada regardless of the 
problems associated with making 9-1-1 calls from a cellular phone. Yet,

NI/ALI capability, and wireless calls which had no enhanced capa
olicy problem in Canada is neatly expressed by this advice leaflet fro
ireless Telecommunications Association (CWTA): 

 
When you call 9-1-1 on your home telephone, your call is sent to the
emergency response centre. In many locations, the E9-1-1 network
along  your telephone number and address so a 9-1-1 operator can c
necessary, and help can be sent immediately to your exact locatio
home telephone, mobile phones generally do not pass along the tel
or any other customer information when you make a call. This m
you call 9-1-1, you have to give you

 including your mobile phone area code. This is important because the 
have to call you back if you are disconnected. In addition, you have to
operator, as best you can, exactly where you are. Remember, your m
can be used anywhere service is available. Only you can provide your p
location or the location of the emergency.42  

                                                
 See for instance, the efforts by the City of Kingston to convince 40 residents of the benefits of 9-1-1-PERS: 

 improve emergency services for the Kingston 
community, 131 civic addresses have been identified to be changed to reflect numbering standards 

ston is prepared to offer as much support and clerical 
s is affected by the this you 

will receive a "change in address" package that includes a voucher towards the purchase of new civic 
address numbers for your home and other helpful information to get you started, such as most 
frequently asked questions, change in address forms and contact information for some of the common 
government agencies, organizations and household service providers.” 

http://www.city.kingston.on.ca/residents/emergency/9-1-1/index.asp

“Therefore, in order to proceed with the application to

acceptable to Bell Canada. The City of King
assistance as possible to ensure this transition a smooth one. If your addres

.    
41 Interview, Judy Tottman, Bell Canada, August 30, 2002.   
42 “E9-1-1 Health and Safety Issues” at: http://www.cwta.ca/safety/E9-1-1/health-9-1-1.php3.   
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This problem with wireless calls was recognized from the genesis of the 9
network..  Only in the mid-1990s, however, did the Canadian PSAPS
organized than their American counterparts, voice strong concerns.  Althou
problem was initially debated within the CRTC’s Canadian Industry 
(CISC),  the CRTC was unwilling to take the kind of strong interventionist stan
the FCC in the United States.  So the issue migrated to the trade associa
wireless industry, the CWTA. Since 1997, an E9-1-1 Working Group has b
under the auspices of CWTA.  This group includes membership from the four m
cellular providers in Canada (Bell Mobility, Microcell, 

-1-1 PERS 
, who are less well 

gh the 
Steering Committee 

ce as did 
tion of the 

een working 
ajor 

Telus Mobility, Rogers Wireless), 
s of the PSAP 

s.   The first 
 result of a 

s service 
en the provincial 

. This enabled the 
ving a 9-1-1 
ng the call. 

 of its Phase I 
re generally 

on was provided 
l solutions could 

ery platform.  
meant that the 

delivery of call-back numbers to secondary PSAPs, and the associated routing issues, 
 Toronto and 
nvolving more 

 will 
e rest of Ontario. 

a, and the four 
bility).  The 
tform, to 

display the 10-digit wireless Call Back number and cell site/sector identification, and to 
transfer information to secondary PSAPs.  Technically, this process required the 

mergency Service Routing Digit 
cell-site/sector.  The ESRD is then 

delivered to the ALI database where it is cross-referenced with street address. So when a 
customer dialed 9-1-1 on a wireless phone, the PSAP received both the wireless 
customer’s 10-digit call-back number, as well as the 10-digit ESRD.  The display of the 

                                                

from York and Toronto police departments, and from other representative
community.  A member of the CRTC maintains a watching brief.   
 
The main approach of this committee has been to organize and monitor trial
occurred in Calgary, Alberta from October 1999 to April 2000, largely as a
technical proposal submitted by Telus, the ILEC in the West. Four wireles
providers participated in the trial, which tested the interconnection betwe
9-1-1 platform, operated by Telus, the wireless carriers and the PSAPs
delivery of information relating to the location of the wireless antenna recei
call, as well as the 10-digit telephone number of the mobile subscriber placi
This functionality is equivalent to what the FCC established as part
requirements. The final report of this trial indicated that participants we
satisfied that accurate information on call-back number and station locati
to the E9-1-1 operators.43  The results also demonstrated that the technica
be applied in any other province with a similar E9-1-1 PERS deliv
However, the limited trial area and the involvement of only one PSAP 

could not be properly examined.  A second trial was therefore initiated in
North York in Ontario, a potentially more complex urban environment, i
than one primary PSAP.44 An examination of how this trial was conducted
demonstrate how wireless  E9-1-1 is likely to be implemented in th

 
The trial participants were Toronto and York region PSAPs, Bell Canad
wireless carriers (Bell Mobility, Rogers Wireless, Microcell and Telus Mo
goals were to interconnect wireless carriers to the existing 9-1-1 PERS pla

establishment of a separate, routable and non-dialable E
(ESRD) which assigns a ten-digit number to each 

 
43 Alberta E9-1-1 Advisory Association, Alberta Wireless 9-1-1 Trial Report at: 

http://www.cwta.ca/safety/E9-1-1  
44 There has also been a smaller and more limited trial in Nova Scotia.    
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ESRD, and the associated cell site sector address, is then used by the emerg
personnel to identify the location of the originating cell site or

ency 
ctor where the 9-1-1 call 

entered the wireless network, using the existing ANI/ALI display terminal.45  

ertake certain 
sh a contact 

stablish a process 
to begin staff training 

 to the  
ed the 

owed participants to 
 the default routing 

alls were 
management” features were 

com atible, whether the calls were successfully routed to the appropriate secondary 
lay terminals  

e, data and 
rangements between 

ss 9-1-1 calls 
isrouting of calls to 

 also continued to 
haracter of the 

l is initially 
may not 

rest to where you are when the call is made;  calls are rerouted 
when one sector is very busy.  On the positive side, there was clear evidence that the 

lowed 
e instances, to 
r mistaken 

 commercial 
dent on the 

commercial decisions of the WSPs. So far all the wireless carriers, with the exception of 
Rogers AT&T Wireless have begun to offer enhanced 9-1-1 services, in conformity with 

onthly rate of 
d with outward calling, 

so that they might access Bell’s 9-1-1 Public Emergency Reporting Service (9-1-1 PERS) 
network.47   In March 2001, Microcell also asked the CRTC to order all phone companies 
                                                

 se

 
During the trial period, each of the major participants was required to und
responsibilities.  The participating wireless carriers were expected to establi
point to investigate and respond to PSAP queries, and  to define and e
for assigning an ESRD to cell site locations.  PSAPS were expected 
and to set up a pre-trial validation.  And Bell Canada had to make upgrades
hardware and software associated with its tandem switches.  The trial enabl
assessment of the viability of the technology and architecture and all
test whether the routing of wireless 9-1-1 calls had improved, whether
arrangements were appropriate in a wireless context, whether overflow c
processed and routed properly, whether certain “call-

p
PSAPs (for fire, police and ambulance), and whether existing PSAP disp
could accurately display both call back number and the ESRD.  

 
The trial exposed some technical complications relating to the existing voic
database technology and architecture and particularly the signaling ar
different switching technologies. The trial found that the routing of wirele
had improved, but not without some problems associated with the m
the wrong PSAP.  False call-back numbers from unsubscribed handsets
plague the system. But these are difficulties inherent in the mobile c
technology. Callers may travel between several cell sites by the time the cal
made, and the emergency dispatch is initiated. Moreover, the call sector 
necessarily be the nea

combination of cellsite address, call-back number and other information al
emergency response teams more accurately to pinpoint location and, in som
save lives.  The system also allowed PSAPs to identify abusive, frivolous o
callers more effectively.46   

 
As a result of the success of this trial, Wireless E9-1-1 is now available as a
tariff in Ontario, as well as in Alberta and BC.  But implementation is depen

a CRTC decision in 2001 that allowed  Bell Canada to charge all WSPs a m
$0.02 for each of its wireless working telephone numbers equippe

 
45 Gordon Gow, “Territorial Boundary Crossing and Regulatory Crossroads,” p. 9. 
46 Ontario 9-1-1 Advisory Board Wireless Enhanced 9-1-1 Trial Report at: http://www.cwta.ca/safety/E9-1-

1/ 
47 Order CRTC 2001-902 at: http://www.crtc.gc.ca/archive/ENG/Orders/2001/o2001-902.htm  
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(especially the ILECs in other provinces, such as Manitoba Telecom S
Sasktel) to provide 9-1-1 network acces

ervices Inc. and 
ervices to wireless carriers.  The CRTC is 

expected to rule on this issue in September 2002.48 

ss carriers could 
ords. Public 
LI database to 
eless carriers 

 that can be 
nformation is 
ller. Subscriber 

tomers buy 
ddresses for 

tions, the CRTC has 
cy, subscriber records could 

be of value to PSAPs.49   But there has been no general ruling that these records should 
e 

   

mically and 
ordinates to PSAPs 
s of Phase I 

 existing 
t the relative 

 of most effective locational solution; through a handset-based GPS chip, or a 
triangulation method, or a combination of both.  Phase Two implementation will no 

 the other hand, 
o far, Phase 
uipment of the 

 province, is that the 
e implementation 

ressure from the 
emergency response community for a more assertive role to be played by the CRTC.    

ve, the common PERS platform, 
n municipal 

a ons 
p  there is a 
greater likelihood that the industry can proceed in a more uniform way, and project a 

                                                

s s

 
No doubt implementation would be speedier if the PSAPs and the wirele
have resolved a contentious dispute over the provision of subscriber rec
safety agencies have sought wireless subscriber records, and want the A
include the home or business address of all wireless customers. The wir
believe that the ESRD solution is the only feasible locational information
transferred at this stage.  They have also protested that such subscriber i
going to be very misleading in ascertaining the location of a wireless ca
records are also notoriously unreliable given that many cellular phone cus
prepaid packages, and have no incentive to provide accurate names and a
billing purposes.  In one of its only interventions on E9-1-1 ques
ruled, in a decision regarding Microcell, that in an emergen

be provided as a matter of course. This position contrasts, therefore, with th
requirements established under Section 5 of the US WCPSA of 1999.
  
Discussions about Phase II implementation and the technologically, econo
politically controversial questions of how to transmit exact location co
have only just begun. The Toronto trial exposed the obvious limitation
implementation, and the complexities of integrating mobile networks with
publicly switched networks.. No doubt there will be extensive  debates abou
merits

doubt bring many benefits for the emergency response communities.  On
the investment in infrastructure by the PSAPs is likely to be enormous.   S
One implementation has had a minimal impact on the existing technical eq
PSAPs.   
 
So, for now, the mood in Ontario, which seems the most advanced
cellular industry has yet to be convinced that comprehensive Phase On
is in their commercial interests.  And no doubt there will be continued p

Nevertheless, in contrast to the US states discussed abo
operated by a single ILEC in each province, reduces the burden and cost o
nd provincial governments.  It also renders unnecessary the kinds of functi
erformed by 9-1-1 call delivery companies. Moreover, with fewer WSPs,

 
48 “CRTC to rule on 9-1-1 Wireless Ability,”  Globe and Mail, August 19, 2002 
49 CRTC Order 2000-831, September 8, 2000 at: http://www.crtc.gc.ca/archive/ENG/Orders/2000/O2000-

831.htm.  This exhortation was repeated in Public Notice CRTC 2001-110 of October 31, 2001, which 
seeks comments on this and related issues: http://www.crtc.gc.ca/archive/ENG/Notices/2001/pt2001-
110.htm.     
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more united position through its trade association, the CWTA.  In short, th
actors involved, even in a complicated urban environment like Toronto, is
lower than in most US states.  In consequence, the chances of finding a c
concerted solution to the challen

e number of 
 considerably 

ooperative and 
ging technical and regulatory problems are far higher 

e 49th parallel.   

 privacy are 
s are still 

rned in our 
n of wireless E9-

1-1 affects the possibilities for privacy.  Policies may point in one direction, while 
in a different 

911 call.  
) of 1999 

ustomer to give 
purpose other than 

aws including 
munications Privacy Act (ECPA), the Communications Assistance for 

Law Enforcement Act (CALEA), and most recently the USA PATRIOT Act all may 
 promise to 
ation as these 

y in the US 
 generally more 

ork of public 
incial privacy 
ier and with more 
50 and virtually no 

ioners.51 Moreover, the 
CWTA has yet to articulate a public position on privacy, let alone produce a code of 

s in other sectors have done.  A newly 
te sector 

c iders collect, use and disclose personal 
gislation 

a  
                                                

than they are south of th
 
Discussion and Conclusions 
From a legal perspective, US and Canadian policies on cellular phone
somewhat different at this point, although in both countries privacy policie
evolving.  We will first briefly review those policies but are more conce
discussion here with examining how the “on the ground” implementatio

technological developments and organizational relationships may point 
direction. 
 
U.S. law places very tight restrictions on the information collected during a 
Section 5 of the Wireless Communications and Public Safety Act (WCPSA
amended Section 222 of the Communications Act of 1934 to require a c
prior authorization for any disclosure of call location information for a 
the delivery of emergency services.  In addition, however, several other l
the Electronic Com

speak to aspects of wireless location information.  The next several years
provide lawyers for the telecommunications carriers with interesting litig
issues are sorted out.    
 
Wireless privacy questions have to this point been debated far more activel
than in Canada. In other information privacy areas, Canadian policy is
protective of privacy than is that in the US.  A more comprehensive netw
and private sector legislation in Canada, overseen by federal and prov
commissioners, normally means that privacy issues are articulated earl
force than in the US.  But so far there has been very little public debate
involvement from the federal or provincial privacy commiss

practice for its members, something association
enacted federal law for the protection of personal information in the priva
ertainly regulates how wireless service prov

information.  But to date, there has been little, if any, analysis of how this le
pplies to the locational data generated through mobile phone usage.52  

 
50 Only one CBC story in May 1998 has focussed on this question.   
51 One brief paper on mobile phone privacy issues was published by the Ontario Information and Privacy 

Commissioner:  Ann Cavoukian and Mike Gurski, Privacy in a Wireless World at: 
http://www.ipc.on.ca/english/pubpres/ext-pub/wireless.htm  

52 The Protection of Personal Information and Electronic Documents Act (2000), applied in January 2001 to 
the “federally regulated” private sector, including telecommunications companies.  Among other 
things, it establishes the conditions under which personal information might be used for ‘secondary 
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Whether or not national legislation speaks to the privacy implications of E9
have received little to no attention in the actual “on the ground” implem
I and Phase II in the US and Canada.  Instead state regulators, PSAP administrators, 
Wireless Service Providers, and Local Exchange Carriers are beleaguered
of funding, technology, and coordination.  In the US and Canada, the go
effect

-1-1, they 
entation of Phase 

 with questions 
al is to provide 

ive responses to wireless 9-1-1 calls and to enhance public safety.  In the world of 
those administering these systems, privacy has been of only marginal and intermittent 

 are likely to 
push technologies or organizational configurations in ways that might not be hospitable 

ooperate in 
ding, and 

nsibility of 
ften knew the 

rience.  
nds to centralization at the county or provincial 

levels, the local PSAPs were still granted autonomy to act in a way that best served their 
onment.  Cell 

sitate more 

Additionally, the complexity of wireless mapping, locational database, and routing 
wireless 

More and more 
d States, are 

 vendors.   

 are designed 
reline and/ or 
cations 

(CSEC) was established in 1985 to coordinate ERS throughout the state.  In Virginia, the 
W ommunications 
D  wireless E9-1-1.  
T sitions through 
the National Emergency Number Association (NENA).  The same need for coordination 
among local municipalities is, of course, observed in Canada.  The difference, however, 
is that the system of ILECs, which enjoy province-wide monopolies, provide a natural 
                                                                                                                                                

interest.  
 
A comparative analysis of the three jurisdictions reveals several trends that

for privacy protection.  This is an area where “following the money” proves beneficial to 
teasing out the potential privacy implications.   
 
The first trend is that wireless E9-1-1 is pushing local governments to c
larger, often regional, bodies.  This is true for PSAP administration, fun
mapping.  Emergency response functions have traditionally been the respo
local governments – local police, fire, and ambulance services which o
geography and people in their jurisdictions through long day-to-day expe
Although there have been previous tre

local communities.  Such autonomy is less possible in a wireless envir
phones and cell sites do not recognize the geographic boundaries and neces
cooperation among neighboring jurisdictions. 
 

systems and the need to have these uniform for interfaces with ILECS and 
service providers limits the real choices that local units are able to make.  
of the PSAP operations have become standardized and, at least in the Unite
interconnected with more private sector telecom providers and third party
 
We saw that the two American jurisdictions have created organizations that
to provide more coordination and cooperation in the implementation of wi
wireless E-911.  In Texas, the Commission on State Emergency Communi

ireless E9-1-1 Services Board was created within the Public Safety C
ivision of the State Department of Technology Planning to coordinate
he public safety community is also increasingly developing concerted po

 
purposes.’  In a  nutshell, any ‘sensitive information’ can only be disclosed with the express and 
positive consent of the person concerned.  Non-sensitive information might be transferred using 
‘implied consent’ provisions (such as opt-out boxes).  Whether locational information is sensitive or 
non-sensitive information will be a matter for the Federal Privacy Commissioner to decide.    
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arena to coordinate the mapping and call-routing functions.  Moreove
network provided a sta

r, the PERS 
ndardized platform for the routing of 9-1-1 calls, before the 

wireless problem emerged.   

n, in both the US and 
on.  On the one 

riber and 
te wireless 

  Conversely, 
ideration of 

 on 
 is likely to be 
reatment of 

pect, it is probable that the smaller number of 
stakeholders in the Canadian context, as well as a more developed statutory framework 

ted position on 

new revenue 
tant source of 

unds are being 
plementation of 

eral revenue 
r state needs.  
ould expect 

Virginia and Texas, 
implementation of wireless E9-1-1 has generated more regional cooperation and 

urred because 
ate.  Cell sites 
 which of the 

ing PSAP is the correct one to relay assistance.   
 

s to less wealthy 
reas of the state.  

l phone 
s with less cell 

To a certain extent, this redistributive effect is felt in the Canadian context, at least in 
large provinces like Ontario.  But in the absence of a government mandate to develop 
wireless E-911, market considerations are currently driving the behaviour of both ILECs 
and WSPs.  Thus, to date, the major costs of  9-1-1 service is passed from the ILEC, 
through the WSPs to the consumer, in accordance with CRTC tariff rulings. And Phase 
One implementation has so far involved quite limited infrastructure modification for the 
PSAPs.  Phase Two implementation, as in the US, is a very different story.   
 

 
These larger trends towards the coordination of 9-1-1 implementatio
Canada, could have some conflicting implications for privacy protecti
hand, cooperation may lead to greater demands for the sharing of subsc
locational information; the pressure from the Canadian PSAPs to integra
subscriber records into the ANI/ALI system is evidence of such a trend.
however, institutional coordination can provide arenas for at least the cons
common privacy problems, and perhaps for the articulation of a common position
privacy protection. An extensive fragmentation of E9-1-1 implementation
mirrored by a concomitant diversity of positions and practices about the t
personal information.   In this res

than in the US,  would militate in favour of the development of a concer
the protection of personal information.   
 
The second trend is that, at least in the US, wireless E9-1-1 is creating a 
source at the state level.  Funding of wireless E9-1-1 has become an impor
revenue for public and private actors.  In both Texas and Virginia more f
generated by the fees and surcharges than are being currently used in im
Phase I and Phase II implementation.  In Texas these funds go into the gen
and are then appropriated by the legislature back to public safety or to othe
In Virginia, the funds go directly to the Wireless Board.  In Virginia, we w
that the implementation process would be less political.  In both 

establishment of regional PSAPs or regional working groups.  This has occ
cell phones do not recognize the geographic boundaries in which they oper
may receive calls on the border of PSAPs and need to be able to determine
neighbor

The new funding for wireless E9-1-1 is enabling a redistribution of fund
parts of the state. In both states, some parts of the state subsidize other a
In Texas urban areas subsidize rural areas.  In Virginia, areas with high cel
penetration, which is likely to be urban and suburban areas, subsidize area
phone use.   
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Third, wireless E9-1-1 has created new markets and new market acto
have become more prominent and influential market actors in the commun
industry with their need to purchase maps, databases, and display formats to
to com

rs.  The PSAPs 
ications 

 enable them 
ply with wireless E9-1-1.  In Texas centralization in the CSEC has created one 

actor.  In Virginia, there has been somewhat less centralization except in the development 

 Wireless 
 the PSAP 
eans of locating 

eans of transferring that location to the E9-1-1 network.  They have 
usually outsourced both of these.  While the integration of these location determining 

h profit 

 the 1st and 3rd most 
 Allen 

enterpiece is the 
r’s mobile 

s at base 
ocation coordinates to 

updated by 
em’s ability to support and enhance 

value-added wireless location services. It also includes planning tools that can accurately 
on of 

ms. Many other 
 hold from which 

 positioned to 
re central to 

Intrado’s expansion strategy.   Intrado markets a service called “9-1-1 SafetyNet”, a 
 emergency calls from all access networks, 

nd provides 
a o be a flexible, 

ta handling capabilities of both 
 phones), and  transmission 

 

of maps. 
 
Market changes have not just been limited to the activities of state actors. 
carriers are under federal mandate to deliver locational data to PSAPs if
requests such a service.  Wireless carriers have had to install both the m
calls and the m

systems has been an economic and technical challenge, it is also fraught wit
making potential. 
 
For example, Verizon Wireless and AT&T Wireless are, respectively,
dominant wireless carriers in the U.S. national market.53  Both have chosen
Telecomm’s Geometrix as their locational technology.54 The system’s c
Geometrix Geolocation Control System. Located at a wireless operato
switching center, it obtains data from Geometrix Wireless Location Sensor
stations, performs location determination calculations, and reports l
Mobile Positioning Centers (MPCs).  The E9-1-1 ANI/ALI databases are 
querying these MPCs.  Geometrix touts the syst

predict the wireless service providers’ network needs by using a combinati
propagation models, terrain and morphology data, and location algorith
cal location firms are competing to establish E9-1-1 services as the toe
other location-based market offerings can be launched.55  
 
Likewise,  companies offering E9-1-1 call routing and delivery systems are
expand their products and services. For example, call routing networks a

“[single purpose] overlay network that accepts
determines the appropriate PSAP routing, passes the call to the PSAP, a
ppropriate subscriber information to the call taker.” 56  This is designed t

adaptable system interacting with the current and future da
end-user devices (such as PDAs, pagers, computers, and IP
                                                

53  “What Ails Wireless?” Business Week, Apriul 1, 2002, p 60. 

54  “Allen Telecom's Grayson Wireless Division to Supply 9-1-1 Caller Location Systems to AT&T 
Wireless,” January 16, 2002; http://www.geometrix9-1-1.com/newsrm/020116.html, accessed June 
11, 2002  

55 www.cell-loc.com, www.triangulation.com, www.globallocate.com 
56  “9-1-1 SafetyNet: The next-generation Public Safety COmmuncations Network, SCC 

Communications Corp., Boulder, CO,  p 2. 
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networks (such as private IP, wireless voice, PDA, and IP telephony)
Intrado envisions SafetyNet automatically receiving and routing Automatic Crash 
Notification information, and linking ALI to

.  Specifically, 

  “subscriber-specific” information, such as 
57

s.    These enable 
on. This service 

acity calling 
ged by 
ls as the 

- data.  Private 
sector target notification uses the client’s existing database, which will also be geo-coded.  

, and public safety 

c context for the 
l (inter-industry 
ns market. To 

 mobile 
ases. Further 

essary before 
industry database and networking expertise into 

anced telephone 
raged into 

l notification 

 the language by 
E9-1-1 are 

ct have lengthy 
glossaries, and all people working in the area comment on the need to know these 
acronyms.  Although this may appear at first to be a somewhat trite observation, several 

acy protection principles rely upon individuals being able to 
sed, 

e te sector privacy 
l ractices, and 

 

medical records or emergency contact information.  
 
Intrado is also moving into the market for telephone notification service
the client to quickly send identical messages to a large target populati
combines a “highly accurate outbound calling database” with a high cap
platform.  The calling database is set of geo-coded telephone numbers mana
Intrado.  Clients may specify either a geographic region or a list of individua
target.  For public safety clients, the database starts with an extract of 9-1-1

Public safety clients have included the Salt Lake City Winter Olympics
organizations covering 50% of Colorado’s population.58 
 
Telephone industry deregulation has thus been an essential economi
growth of the LBS industry.  For example, Intrado’s initial business mode
billing management) was possible only in a competitive telecommunicatio
remain competitive within that business model, they had to interface with
telephone networks, bringing a geographic component into their datab
regulatory action introducing competition into 9-1-1 services has been nec
Intrado could effectively parlay its inter-
the public safety market. Intrado’s competencies in geographically enh
databases and its familiarity with the public safety sector have been leve
emergency notification systems.  These systems are identical to commercia
systems, except in the source of their databases.   
 
The fourth, and overlooked, trend is that the increasing obscurity of
which telecommunications issues are framed.  The debates about wireless 
replete with  technological jargon and acronyms.  All reports on the subje

key information priv
understand the environment in which their information is being collected, u
xchanged, and manipulated. One key obligation within Canada’s priva
aw, for instance, is “transparency” both in terms of personal information p

                                                
7    “9-1-1-SafetyNet…” p 5 5

58   “Intrado notification offerings” http://www.intrado.com/offerings/intellicast.asp, “Intrado notification 
offerings” http://www.intrado.com/offerings/targetnotification.asp, accessed July 3, 2002; “Intrado 
notification offerings” http://www.intrado.com/offerings/publicsafety.asp, accessed July 3, 2002; 
“Intrado notification offerings” http://www.intrado.com/offerings/ privatesector.asp, accessed July 3, 
2002; “Intrado Signs Eagle County as Intellicast Notification Services Customer” 1 April 02, 
http://www.intrado.com/news/04012002.asp, accessed July 3, 2002; “intrado Partners with Summit 
County, Utah, to provide Safety for 2002 Olympic Winter Games, January 10, 2002, 
http://www.intrado.com/news/01102002.asp, accessed July 3, 2002; “Intrado notification offerings” 
http://www.intrado.com/offerings/callist.asp, accessed July 3, 2002. 
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the discourse is non-
 bodies.  The 

ical jargon and the acronyms camouflage the real-world meaning and 

 implications. 
ng technologies, market 

e privacy 
ons and 

ted and detailed 
 of new 

ent activities.  
ublic safety – 

.  In general 
01) more of a 

reality.  In this environment “notice and consent”, or the full package of data protection 
e are systems, 

mic sense.   

s59 insights 
tions systems.  
 routing 
less Service 

the privacy 
s a factor in 

esign of these systems.  If it is not initially part of the planning, then privacy will be 
an afterthought and its protection will never be as secure as it needs to be. Furthermore, if 
the system architecture and the computer code itself regulates the potential for capturing 
personal information, then the differences we have seen between the implementation of 
wireless 9-1-1 in Canada and the United States are likely to be rendered less relevant over 
time.    

                                                

organizational policies. But in the environment of wireless E9-1-1, 
transparent to the lay person and, most likely, to political oversight
technolog
implications. 
 
We believe that these four trends contribute to two over-arching privacy
First, wireless E9-1-1 has produced an environment with evolvi
actors, business models, and governance structures that is less sensitive to th
concerns of individuals and more attuned to surveillance of populati
centralization of functions.  This is seen in the creation of more sophistica
maps, the invention of new location identifying devices, the development
database managing companies, and the consolidation of local governm
These market and governmental changes – all with the goal of realizing p
are not without other, and in this case most often, unintended consequences
all of these systems make the ‘monitoring of everyday life’ (Lyon, 20

principles, does not begin to provide any meaningful policy response.  Thes
not just in a technological sense, but also in the broader political econo
 
The second privacy implication is analogous to Lessig and Reidenberg’
regarding the importance of “code” and system architecture in communica
The architecture of the ERS systems contains detailed maps, databases, and
systems – as well as inter-operability among Local Exchange Carriers, Wire
Providers, PSAPS, and third party vendors.  This architecture will dictate 
possibilities.  And at this time privacy is not consciously being considered a
the d

 
59 Lawrence Lessig,  (1999), Code and Other Laws of Cyberspace, Basic Books, New York. Reidenberg, J. 

(1998), ‘Lex Informatica:  The Formulation of Information Policy Rules Through Technology’, 
Texas Law Review, vol. 76, pp. 552-593. 
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